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ProScan License Viewer Ver.6.0.3.8
All Rights Reserved, Copyright (C) 2003-2008 Promark Inc.

ProScan License Information:

Registration Code = PSHB01-9999-431-862-454

Expire date = 2007/03/31 (expires in 142 days)
Number of domains = 10

Number of users = 100
Option License Information:
Option = Antispam
License Status = Registered
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ZOITN—T1E, HTEDN Tyamada@) & Tsato@) THEDT RLRELERVET, ZD2O507 N AWz
A—=NDF =y JIZHTLHHREERVET, ZTOADBEFET D Ao Tiddefault 7 V—7TOF = v 7|
RYETOTIEETE,

3.1.2. TR IW—TTCORNLFTIIERTE

TAMNAIN—TTiE, R/NREEPLERLODOARELET, FTHELLEESELZLICEREZESE
T, ZORERTIEZ VA T = v 7 OFEGPWBLOREITITHLT., RAAL VB TOT = v 7 MRV DR
BI2ODFEEITVET, DracDBIIEHETXENER GNP LRWVGEARIT, REXETHLHOEEA,

[smtpscan.spam]
DracDB=text:/home/vpopmail/etc/open-smtp
GrayCheck=no

RBLcheck=yes

RBLHostName=dnsbl .njabl .org
SubjectCheck=

WBLAccept=

WBLReject=



http://www.promark-inc.com/download/ProScan/Mailserver/documents/ProScan_Administrator_Guide.pdf
mailto:Recipients=%5Eyamada@.*,%5Esato@.*
mailto:AdminAddress=root@domain.com
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[smtpscan.spam_action. low]
AddHeader=X-ProScan-SPAM: low detect
AddSubject=[SPAM: low]

Deliver=yes

Notify=no

Save=no

[smtpscan.spam_notify. low]

[smtpscan.spam_action.high]
AddHeader=X-ProScan-SPAM: high detect
AddSubject=[SPAM:high]

Deliver=yes

Notify=no

Save=no

[smtpscan.spam_notify._high]

R EIE.  Tyamada@) & Tsato@) (ZJR\W\T2 A —/LWS KA A VERBITANL LHIE S NTZGA, ~v X L4
EMLLUGEFEEY ZEHFICEHET DL THNET, 207 ZEFIL BTz A — /L OB IZ[SPAM:low]
EWV) STFEFIDNBEIEN TV DB, KYIZFDA =R A SRLNE I NEHGO B THEDHET LT EE0,
HL, BHENDLBAITTORNEZEBRETILERH Y £3, £/, BHA—NLEZELTODLHTHLNI
ANRBA—=LTHDHDIZ, spamEHW SN TWVRNA—MZDONTEH, ZORKNEZBRTHILERH Y 9, 1
K% QA 5 FIEICOWTEI T TNy a—F 4 VT DETHHALET,

FIREZ, 0 7 L-ULOFREBMER L TLZEW, spamB#H O 0 Z3BEDO 1 7 L-UUz+256 T h &b &
YV FET, bL, HDDOEEICKEDRH LD THIL, Ty /a7l TE L a2BEIO LET,

3.1.3. TAMEH

BENTET L, AT A B ANFEETDEANRNALAT =y 7 BB LET,

TANERERGELIED, BHEIN T D ANV EEEEE ﬁbf<tém AP A — Ve T _RCRIR A
IZHD T, SubjectiZSPAM & fF < HIEGZME L E T, ZAMIS%ITIEVME L Z2iuE, REFTIEL <, A/RSRHIC
LEARWEE X £ T,

ANRBA=VIZHEDLT, ARLERHTERWEAZ, NI TN a—T 4 VT OREESHIT, FHEICMHE
DA E S DR LT EEW, 9B EOBHERDBH Y T DT, 1FLALDRANRLA—LEHETETT
DT, ANRKA—=LERTHARIIL, TOBEBEZMERLTIEIN,
TAMIANRLA=NLOEIZH LD EHWETN, HBOIBREHENEFTIHFNEVO CTRETH2HE < S W iEkT
TLE&EW,

3.1.4. TAMER DL

FAMRADITN—FTLIELLEH LT, AL A= AZELLBHTETWA 2, BERIZEDBRENEML
CTHX W EBWET,

AR AOBHERIT, LTFO X 951247 H LBICRHTE £1,

® iR NETRTTF =y L, ANAA—ADOHRENDOT FNVFZIHLET,
® AN LA—VTHNF DR OSubjectl % AE LTI T (LRI TIZ[SPAM A& £ TV D DDOEEHAET,
o UTroXThRitiRZEHLET,

(RINLEHBENT=A—ILE)
(RILBHE)% = X 100
(ZERILA—ILDE)

AT 2 NEREE COERMIEIL. 1187061BD Z /3 A — Lk 115808 @AM L THEY . $197.6%DH
HER L 225> TUWET, (2007/06/19~20084F6 H 30 H BAE)
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3.2. defaultZ JL—T~D xBr

T A N TCTOFHIICRIER 2T T, T X TO 22—V ET Ddefault/ L — T ~DO KB EITWVE T,

default 7 L — 7~ 2 5A 1%, FHARICT 2 MEMAR & FBOREEZITWOETR, TR —., BEM
! ', D A — VT [SPAMTHIE SCFFIMMFTNT L E 9 O EBET B 7= 010, IR DOSubject~D CFEFBIE.
HEBPAENLETHEZ TBWETREWLD S LILER A,

default 7 /L —7 ~OWE, TXTOFMAFICHET 5720, TOENTEEIATOLERH Y 5, HLVERE
ERTEAIE. BT T AR A—TTEML T, TOMREMRER, BATDLLOICLTIEE,

default 7' /b — 7 ~DKMATIZ, FIAFICANRLT 2y 7 B BMAT DI EEFMFUEL T &V, B, Bl

(spam T2V D (Zspam EHIET D) 0, fRHIE (spam72 D (Zspam & HIE L72R2VN) DA OXML L7 EIXFRNIC
Z—PFABHAOLE L TBWEZARENTLE ),

» =
3.3. O DR
FAENSD 7 L— 2R ENEE L, B Z7OMERITERL TLEIW, BETDHETIH, TRy 7 ulZHREL
THL &, MEMRE L xic, MERRICESLSEBVWET, £/, T4V ETRHARAF =y 708 7%

HAENBRNWEIRREIZRSTHWETDT, Ty 70 E2EILROEE S Y ReportLeve IZ8191IIFR T L
T‘Féb\o

3.3.1. R/NLA—)Lasy
HDBANRKA—=NEZE Lo 7N E L TIORLET,

Gy 77 PESIOMWME, OSFrecBSD 48, MIAPOSGXLITT, B #BEIT 51207/ <y 7 0 / 2RI
FTHLIICHELTNET,  (ReportLevel=32767TDFEELTT)

[2006/11/15 09:07:44]-[34051.37] Connect id=7CHB8k.034051.00000024

[2006/11/15 09:07:44]1-[34051.37] LMTP[W]: 250 2.0.0 OK

[2006/11/15 09:07:44]1-[34051.37] LMTP[R]: MAIL FROM:<uhtedb-cycles.co.uk>

[2006/11/15 09:07:44]1-[34051.37] LMTP[W]: 250 2.1.0 <uht@db-cycles.co.uk>... Sender OK
[2006/11/15 09:07:44]-[34051.37] LMTP[R]: RCPT TO:<yamada@xXxXxxx.jp>

[2006/11/15 09:07:44]1-[34051.37] LMTP[W]: 250 2.1.0 <yamada@xxxXx.Jjp>... Recipient OK
[2006/11/15 09:07:44]-[34051.37] LMTP[R]: DATA

[2006/11/15 09:07:44]-[34051.37] LMTP[W]: 354 Enter mail, end with "." on a line by itself
[2006/11/15 09:07:44]1-[34051.37] [DEBUG] get received IP done(61.80.27.211)

[2006/11/15 09:07:44]-[34051.37] get received IP (61.80.27.211)
[2006/11/15 09:07:44]1-[34051.37] Connect from 61.80.27.211 id=7CHB8k.034051.00000024
[2006/11/15 09:07:44]-[34051.37] [DEBUG] Get FQDN from ip address. (61.80.27.211 => 61.80.27.211)
[2006/11/15 09:07:44]-[34051.37] LMTP[W]: data read complete
[2006/11/15 09:07:44]-[34051.37] [DEBUG] domain check. (db-cycles.co.uk) --> NG
[2006/11/15 09:07:44]1-[34051.37] [DEBUG] multipart boundary string:
—————————————— 030301030400050800060107(38)
[2006/11/15 09:07:44]-[ [DEBUG] Read Mail Part.1l
[2006/11/15 09:07:44]1-[ [DEBUG] Filename(T):file0.html
[2006/11/15 09:07:44]1-[ [DEBUG] Read Mail Part.2
[2006/11/15 09:07:44]1-[34051.37] [DEBUG] Filename (T):accomplice.gif
[2006/11/15 09:07:44]1-[ [DEBUG] Filename (D) :accomplice.gif
[2006/11/15 09:07:44]1-1[ [DEBUG] Check darkgray list.
[2006/11/15 09:07:44]1-[ [DEBUG] keyl=61.80.27.211(0xd31b503d),
key2=2060388,file=/var/proscan/db/darkgray.lst
[2006/11/15 09:07:44]-[34051.37] From:<uht@db-cycles.co.uk> --> To:yamada@xxxxx.Jjp>
[2006/11/15 09:07:44]1-[34051.37] [DEBUG] domain check. (xxxxx.jp) --> OK
[2006/11/15 09:07:44]1-[34051.37] [DEBUG] Group Check: default
[From:uht@db-cycles.co.uk=.*] (1) AND [To:yamada@xxxxx.jp=.*@.*] (1)
C) [2006/11/15 09:07:44]-[34051.37] Check default group configuration
2006/11/15 09:07:44]1-[34051.37] WBL check
2006/11/15 09:07:44]-[34051.37] [DEBUG] WBL soruce IP 61.80.27.211(0xd31b503d)
2006/11/15 09:07:44]1-[34051.37] DEBUG] WBL soruce Name 61.80.27.211
2006/11/15 09:07:44]-[34051.37] DEBUG] WBL accept IP 127.0.0.1(0x100007f)
2006/11/15 09:07:44]-[34051.37] DEBUG] WBL accept Net 192.168.1.0(0xla8c0) mask 24 (Oxffffff)
2006/11/15 09:07:44]1-[34051.37] DEBUG] WBL accept Net 61.197.232.208 (0xd0e8c53d)
mask 29 (0Oxf8ffffff)
[2006/11/15 09:07:44]-[34051.37] [DEBUG] WBL accept Net 192.168.11.0(0xba8c0) mask 24 (Oxffffff)
[2006/11/15 09:07:44]-[34051.37] [DEBUG] WBL accept name localhost
[2006/11/15 09:07:44]-[34051.37] [DEBUG] SAVAPI scan result = 0,
filename = /var/proscan/tmp/7CHB8k.034051.00000024, mode = 2
[2006/11/15 09:07:44]1-[34051.37] Part.l >>> file0.html --> checked
[2006/11/15 09:07:44]1-[34051.37] Part.2 >>> accomplice.gif --> checked
[2006/11/15 09:07:44]-[34051.37] [DEBUG] SPAM check: 0,yes,1

[
[
[
[
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2006/11/15 09:07:44]1-[
2006/11/15 09:07:44]1-[
2006/11/15 09:07:44]1-[
2006/11/15 09:07:441-[ a
2006/11/15 09:07:44]-[34051.37]
2006/11/15 09:07:44]1-[
2006/11/15 09:07:441-[
2006/11/15 09:07:44]1-[
2006/11/15 09:07:44]1-[

[DEBUG] spam check:61.80.27.211
. [DEBUG] drac check:btree:/usr/local/etc/dracd.db
34051.37] [DEBUG] drac check:type=btree,file=/usr/local/etc/dracd.db
[DEBUG] db get type=btree, key=61.80.27.211
[DEBUG] rbl check:non spam(211.27.80.61.dnsbl.njabl.org.)
34051.37] [DEBUG] rbl check status:No address associated with hostname
34051.37] FQDN check:spam
34051.37] SPAM result: 1
34051.37] [DEBUG] SPAM WBL accept name
“usen-219x123x158x58¥.ap-US¥.usen¥.ad¥.jp$
¥.105¥.138¥.210¥.bn¥.2iij¥.net$
¥.plala¥.or¥.jp$

[2006/11/15 09:07:44]1-[34051.37] Message-ID: <455B492A.2050407@db-cycles.co.uk>
[2006/11/15 09:07:44]-[34051.37] SCAN result: spam
[2006/11/15 09:07:44]-[34051.37] spam detect(l): From:Micky Schaefer uht@db-cycles.co.uk

To:yamada@xxxxx.jp Subject:initiative

2006/11/15 09:07:44]1-[34051.37] [DEBUG] check param: [smtpscan.spam _action.low]

2006/11/15 09:07:44]-[34051.37] [DEBUG] AddSubject: [[SPAM]]

2006/11/15 09:07:44]-[34051.37] [DEBUG] AddHeader: X-ProScan-SPAM: spam detect low

2006/11/15 09:07:44]-[34051.37] [DEBUG] modify subject: =?IS0-2022-JP?B?W1ltTUEFNXVO0=?= initiative
2006/11/15 09:07:44]-[34051.37] [DEBUG] Mail delivery status:200

2006/11/15 09:07:44] -

34051.37] Message checked

2006/11/15 09:07:44]-[34051.37] [DEBUG] Deliver mail

2006/11/15 09:07:44]-[34051.37] [DEBUG] Deliver to[0]:yamada@xxxxx.jp (200)
34051.37] [DEBUG] Forward mail

2006/11/15 09:07:44]1-[34051.37] [DEBUG] P=smtp,H=localhost,p=10026

2006/11/15 09:07:44]-[34051.37] [DEBUG] Deliver SMTP:

2006/11/15 09:07:44] -
2006/11/15 09:07:44] -
2006/11/15 09:07:44] -
2006/11/15 09:07:47] -
2006/11/15 09:07:47] -

[
[
[
[
[
[
[
[
[2006/11/15 09:07:44]-
[
[
[
[
[
[
[

34051.37] [DEBUG] LicenseStatus=0

34051.37] Deliver: <uht@db-cycles.co.uk> --> <yamada@xxxxx.jp> OK
34051.37] LMTP[W]: 250 2.6.0 Message accepted

34051.37] LMTP[R]: RSET

34051.37] [DEBUG] reset Mail object (808c580)

AL

@M © O

EEITEMTADIPT KL RAZRLET, T3y 7 o ZJHERERCIEHE & LIZBRARERINET, T3 m
THEBER L TOWRWERIE, ZOIPT RLRAZERICHE & LTATLEIN,

EOTN—THRETHUEL T D0tk LET, 7 A NRZIET A2 NRIMER L= v—7"% defaultZ /L —
FOEAL, default 7 /L — 712725 TWAHER L £ 1,

ANREF = v 7 —HOMBNENEEFEINE T, (T3> 71 I

ANRELF = 7 OFEFR, FQDNR AL L LWEHESH TWET,

A= AX Y COFER, TOA—=MIANRLTHD LHESHTVET,

AN A — VAN E B L TE 5 72 DT, A VELRIZIEFE I T 2 L &2 L TV E T,
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ATEO v ZERIEF DO FEEED A — O~y ZH 5 2 L FIR LET,

e A

Return-Path: <uht@db-cycles.co.uk>
X-Original-To: yamada@XxxxX.jp

Delivered-To: yamada@xxxxx.jp Received ™ » F1iRTMTADIPT L

Received: from localhost (localhost [127.0.0.1]) AWNFEER SN TWET, ProScanlXEATD
by xxxxx.jp (Postfix) with SMTP id BOGEF383 MTA®DIPT RLATDHRF = v 7 LET,
for <yamada@xxxxx.jp>; Wed, 15 Nov 07 rr—oovotoorsy

Received: from nzvgxeq (unknown [61.80.27.211])
by xxxxx.jp (Postfix) with SMTP id 419403836C1
for <yamada@xxxxx.jp>; Wed, 15 Nov 2006 09:07:42 +0900 (JST)
Received: from 61.80.226.64 ([61.80.226.64]) by nzvgxeq with Microsoft SMTPSVC(5.0.2195.6713); Wed, 15
Nov 2006 09:16:19 -0800
Message-ID: <455B492A.2050407 @db-cycles.co.uk>
Date: Wed, 15 Nov 2006 09:06:50 -0800
From: Micky Schaefer <uht@db-cycles.co.uk>
User-Agent: Thunderbird 1.5.0.7 (Windows/20060909)
MIME-Version: 1.0
To: yamada@Xxxxxx.jp
Subject: =?1S0-2022-JP?B?W1tTUEFNXVO0="2= initiative
Content-Type: multipart/related;
boundary="------------ 030301030400050800060107"
X-ProScan-SPAM: spam detect low

IO DERN S v T OMERFIEZDONT, Fzy Z7RA Ly MEFHLET,

F9°, EETMTADIPT RLA&WE& LT, ZOFQDNABET, Ty 7 a FEHE L TWARWEAIZIT, U
TOXICY—="Daryy—Ahbavwy REF o THERL T IZEW,

e N
# dig -x 61.80.27.211
; <<>> DiG 9.2.1 <<>> -x 61.80.27.211
;; global options: printcmd
;i Got answer:
;; ->>HEADER<<- opcode: QUERY, status: NXDOMAIN, id: 53655
;; flags: gqr aa rd ra; QUERY: 1, ANSWER: 0, AUTHORITY: 1, ADDITIONAL: 0
;7 QUESTION SECTION:
;211.27.80.61.in-addr.arpa. IN PTR
;7 AUTHORITY SECTION:
27.80.61.in-addr.arpa. 10800 IN SOA revl.kornet.net.
domain.revl.kornet.net. 2001071900 43200 3600 604800 43200
;; Query time: 1186 msec
;7 SERVER: 192.168.100.3#53(192.168.100.3)
;7 WHEN: Wed Nov 15 14:24:12 2006
;; MSG SIZE rcvd: 101
#
\ J

FREBNE, WBE TE Ao BI T, W5l & TEAWGEAIE, AL AV EHESNE T, ZOM, FQDNR
RAA B DONRE = NS TEHDONRANRL A=V L2 £,

WDRA > MIREITN—TTT, QODAFEWHR L, 7 RLADFIRZ L—7 D% E TUE L TWH DR L
F9, bLEZRSEINV—TTURE L TWAEAIZIE, TORIIEREINTWAE I V—"" <y T Dua / CRIES
FHER LT 72E0,
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FAE M2 —TaVT

TUFANRLDREEAT IO BT, BolzX I ARLAEZRBRE LRWEE0, WENHIEEFE LIz A—L
DT RTANLELHESINDRE, MENOEZ 2T 8HE81F. ZOEEZBBIZN T TR LTIEEIN,

4.1. spam EHEBSNGENDA—ILDFEEE

BH BN AR B A= UZH B 59 ProScan TA /S A A — )L EHTE I NG AIIUL TO R EZ#ER L T E &N,
& ANRAF vl EITIREICRS>TNEH

T N—T OFE TSpamCheck=yes & 72> TR E | A— LD ANRALF = v 7 IIEMINE A,

0 ANy ENLEFBIEMTADIPT RLRZF, #5|& L CFQDNE &1, TDOFQDNASANNADIRE
— Vo TWNB N

ProScan® 7" > F A /N ARERE DR HIZRITHI95%72 D T\ 7% VU 5%IEProScanD A /X L N K — N2~ v F L7
FQDNOMTAM HEfF SN E T, TOHAIE, BEOA—LE L TUEINET,

0 F7alSAvUABEYN

FTA B ADOEHRP N TV D HEITIE, ARLT = v 7 ZITVER A, licenseviewer2 v R TH
IR 2R LT &N,

® ZXNRABWBLTHUTA FU R BMZHEH - TWRVHN

RUA R R BNERELTWDEE, EDO/NH =N A — L DIFEETEMTADOFQDN A E F 1L TV RN D
BLTLEEY, ERTBHONRY -0~y T ROTHIZ KL TV D ARERSH LD LLERA,

0 JUAFzyIBAYHT, A4 ML AU RBMIIPT RUARERGEIL TRV,

TUAF 2y 7 ZHINTLTWHEES, BEMIZAT A MY 2 MIBRFEENTWI ENHY £4, ZD
BElE, AL EHESER A,

®  Subject~EBMY B XFHIBRE SN TVWDH )

ProScan H /I A /X5 EHTE L THH, Subject~DBNSTFFNNRE SN TWRNZD, A—E R
IR cE RN L EZONET,

INHIE, A= D~y ZProScanD 1 J AR D Z LI VR TEET,

4.2. spamEFIFESNTLESIA—ILDFERR

ProScan® 7 v F A/RADIEARN, TV 7 4 VF—TiEn<, BETOIPT RLAERE TITIT> TWH T
O, BEICL ST, NELLDOA— L EspamEHE L TCLEILAENS A H Y £F, Tzl <Ok
bHEINTWEOTTN, HEEXZELIITORVEHIELZZWED, ANAA— /L TENDIZANLADHEE
ENTLEIBENRDHV ET, ANAA—LTHRWVOspam EHEINTLEHIHEITIL, UITORZHEZELTL
722U,

o  NEHILOREERIIRETIHRE

B D DA —)LEEIL, 1ZEAERMUA (A—LZ5A4T R PHEDOEDOTTR, BRMEUIZIPT
RLABESN TN T, W EBREE TITON TV ABEAITIRH TTOT, Z ORI AREE L £1,
INERC—FBERFEIL, WBLETE (2T A/RAWBL T/ < . ProScan®fADWBLERETT) (T
BOWTHEHR Y hU—2 OFAEITV., EOREDT 2w I 2 VA NVADRIZTHZ L TT,

Bl ZIE, NEBDOR > b T —27 53192.168.0.024DIFAEITIEL, AT DL O BREFEZITH Z & THHETT,

[smtpscan.wbl]
AcceptIP=127.0.0.1
AcceptName=localhost
AcceptNet=192.168.0.0/24
AcceptLevel=1
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ZHIZEY, WEER Y RT—I DDA —NVEFE I VA NVAT = 7 ORERY FT,

t 9 —2l%, DracDB¥HREZFIH$ 5 Z & T3, Ziu, POP Before SMTPDT — & X— X % F|f4 5 Z
LT, FBREE 7 U T LIESMTPEEREIZ AN AT = v 7 (TR E W S #ERE T, POP Before SMTP % 7|
HAENTWAHEXILLE2FAT5Z L ARETT,

Fo MR Y P DB EY— A TA =LV EEET DI ENTED LI L TWBEHEAITIE,
Z ODracDBZ D7 & T _RTRANL EHE SN D AREMEN S L 72 0 97,

!) B S CIESMTP AUTHODBA R TX 3 L 9 ZefHl AT liE ST %A,

o SEHILDOZERICHRET IHE

BB D D A — V5 SN D O A —/Vhispam &HIE SN A6 1X, B#EICIP HFQDNA R~ TE D
WA ZMEZR L E T, ProScanD A/ XL — NI~ v T FT BT, TOFQDNER T A U A MMI&H
LTHELET,

!) A=LT RURZERTA R YA MR L THHFE SNERADOTIEEF S,

ProScan® 7 > F AN LEREIL, BEILOTIPT KL ATITH 1otd, A —/LDFroma” KL ALToT R LA
THET S Z LR LETRA, ZRE ZRLOERPESICHRETE S0, BEEMEN DT,
SHITHOED AN KA—=ME, BED RAL V&GS TEOND bOZVDT, TOHIFH A ALBE

SIRDAREMENH Y £4, L LARAS, ProScanTliE, ZNV—7EHEEMATSHZ & T, From7 FL- &
TOKRYA FY R MEEBARETT, UUTFICZEOHEEZHRBHLET,

EPE. 1OV —TEERLET, 2O A—T1F, AETHHALTW =L —7LERIUNA % ER
LET, (TA—TEERLTWARTIUL, default /7 V—TONELE R £, )

F DT )—TD [smtpscan. group] B 7 > 3 ZSenders/XT A—H EZIREL. FIICARNLLEHEL-L
RNT FLA&EREFLUET, £72. SpamCheck/NT A —F Znoll&RE L £,

PLETSET TY,
4.3. spamA—JLDTAMA X

ProScan® A NALF = v 7%, A= ILVONEBETF 2y 7 ZITHIDTIEIRNDT, TA 2 LED EARLMA—LE
AL TChH, spam HESINFEHA, ZHUE, EBEILHNEETAGBFHAL THDNIAL 725720 TT,

ZIT, BEBRIZEDA—NPRANLEHESNLNOT A MHEZU FIZZHH LET,

Return-Path: <uht@db-cycles.co.uk>
X-Original-To: yamada@XxxxxX.jp
Delivered-To: yamada@xxxxx.jp
Received: from localhost (localhost [127.0.0.1])

by xxxxx.jp (Postfix) with SMTP id BO6EF3836D5

for <yamada@xxxxx.jp>; Wed, 15 Nov 2006 09:07:44 +0900 (JST)
Received: from nzvgxeq (unknown [61.80.27.211])

by xxxxx.jp (Postfix) with SMTP id 419403836C1

for <yamada@xxxxx.jp>; Wed, 15 Nov 2006 09:07:42 +0900 (JST)
Received: from 61.80.226.64 ([61.80.226.64]) by nzvgxeq with Microsoft SMTPSVC(5.0.2195.6713); Wed, 15
Nov 2006 09:16:19 -0800
Message-ID: <455B492A.2050407 @db-cycles.co.uk>

ERRIE. HBITspam A — /L E DN D A — D~y ZEROFERTT, A—NT TAT v O~y ZIERS R
RETHERLEZLOTYT, HHTSHDIL, Received™~ v X DEETMTADTER T, ZHNILEHFDOMTAN A —/L %
ZAG LB a2 M o cfEEEEsm T,

ZOFIE, Postfix SMTADGEOFI T DT, — HPostfixDsmtpd 7S A — /L& 5Z(5 Li-th, 0 —Hh /KA MEET
ProScaniZJE L T\ 5728, Received ™~y Z N 2 DEMENTWET,

[ HANZZAE L= & & DReceived~ v &)
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Received: from nzvgxeq (unknown [61.80.27.211])
by xxxxx.jp (Postfix) with SMTP id 419403836C1
for <yamada@xxxxx.jp>; Wed, 15 Nov 2006 09:07:42 +0900 (JST)

ProScanid = DIE WA D, HEIEITEMTADIPT KL A& L Clig| & LEFTOT, ZRERL D EETAET A B
ILFHETT, ProScanTldF = v 7 E ¥ = —/LDproscanms(Z Z DIPT FLAZE L TCA—NVONEET = v 755
Z EMAMHETY, proscanmsiZLMTP (Local Mail Transfer Protocol) (2L Y, SMTPE FIRED a2~ RTA— LDk
BRI EIT ) Z L MWAMRETT, ZOHFTUANARANADTF = v 7 ZITWET DT, ZOMWREFHLA/A
Frxy I BT ANTDHIENARETT,

LR, 2ok L £,

Oproscanms DB (— D=z —LT) LET,

# /opt/proscan/bin/proscanms -r 61.80.27.211
220 avtest.promark-inc.com LMTP ProScan Promark Inc.

@LMTPE— FTOANEBIZAR Y £4T0O T, LHLOZ <~ RZHALET,

LHLO ns.promark-inc.com
250-avtest.promark-inc.com
250-ENHANCEDSTATUSCODES

250-XVIRCHECK

250-DSN
250 8BITMIME

@MAIL=~ > R TFrom7 KL AZ AL E9, [ THHEVNETA,

MAIL from:<abcd@efgh.com>
250 2.1.0 <abcdeefgh.com>... Sender OK

@RCPT=~ > RCTTo7 RLAZBALET, THHDT KL AZMFNET,

RCPT to:<test@proscan.promark-inc.com>
250 2.1.0 <test@proscan.promark-inc.com>... Recipient OK

G®DATAZ~ > FEFEALET, NHEIFFFICHEWEE AN, g6 A —/LDReceived ™~ # LI T
RIS 2 ODEHHE T,
DATA
354 Enter mail, end with "." on a line by itself
Message-ID: <455B492A.2050407@db-cycles.co.uk>
Date: Wed, 15 Nov 2006 09:06:50 -0800
From: Micky Schaefer <uht@db-cycles.co.uks>
User-Agent: Thunderbird 1.5.0.7 (Windows/20060909)
MIME-Version: 1.0
To: yamada@xXXXX.]p
Subject: =?IS0-2022-JP?B?W1tTUEFNXV0=?= initiative

ARIXONFIZMTHRENERA,
test

250 2.6.0 Message accepted

®QUIT=~> RTHRTLET,
QUIT
221 2.0.0 avtest.promark-inc.com Closing connection

#
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Oue7BXOBESNTEEA—ALThRAEspamE BB EN TV DR L E T,

LIFiE, a7 OfBEcd,

[2006/11/20 09:48:45]-[30419.1] proscanav scannig start...

[2006/11/20 09:48:45]-[30419.1] [DEBUG] SAVAPI scan result = 0,
filename = /var/opt/proscan/tmp/7CMB03.030419.00000000, mode = 2

[2006/11/20 09:48:45]-[30419.1] [DEBUG] SPAM check: 0,yes,1

[2006/11/20 09:48:45]-[30419.1] [DEBUG] spam_check:61.80.27.211

[2006/11/20 09:48:45]-[30419.1] [DEBUG] rbl_check:non spam(211.27.80.61.dnsbl.njabl.org)

[2006/11/20 09:48:45]-[30419.1] [DEBUG] rbl_check_status:Name or service not known

[2006/11/20 09:48:45]-[30419.1] FQDN check:spam

[2006/11/20 09:48:45]-[30419.1] SPAM result: 1

[2006/11/20 09:48:45]-[30419.1] Message-ID: <455B492A.2050407 @db-cycles.co.uk>

[2006/11/20 09:48:45]-[30419.1] SCAN result: spam

[2006/11/20 09:48:45]-[30419.1] spam detect(1): From:Micky Schaefer <uht@db-cycles.co.uk>
To:yamada@xxxxx.jp Subject:[[SPAM]] initiative

[2006/11/20 09:48:45]-[30419.1] [DEBUG] check param: [smtpscan.spam_action.low]

[2006/11/20 09:48:45]-[30419.1] [DEBUG] AddSubject: [SPAM:Low]

[2006/11/20 09:48:45]-[30419.1] [DEBUG] AddHeader: X-ProScan-Status: spam detected low

[2006/11/20 09:48:45]-[30419.1] [DEBUG] modify subject: =?1SO-2022-JP?B?WI1INQQUO6TGI3XQ=="?=
=?1S0-2022-JP?B?W1tTUEFNXV0="?= initiative

[2006/11/20 09:48:45]-[30419.1] [DEBUG] Mail delivery status:200

[2006/11/20 09:48:45]-[30419.1] Message checked

4.4. |OTIGAMNTUAYARMZZEEINTLES=7FLADHIK

fHik. AT S0,

4.5. Windows CDRER A%

Ny ZERPLEITOIPT L AEKFEHLET, (EITH DReceived ™~ F1EE AT WERICRY £97, )
TR~y AR 513213.21.176.178 2 N5 D430 F97,

ZDIPT RLAZWB|ETBHE, ANRANE I POHENTE 9, HlzI1E., 213.21.176.178% #i5| & L CTHE T,
Windows®D a2~ > R 7 o7 F&iE# LEJ,

nslookup & W9 A~ REFIHIALE T,

C:¥Documents and Settings¥promarks>nslookup

"SYDEHRT T RS THRBDT,

>set g=ptr
>213.21.176.178

EFOLLUTFO LS R -> TE £,

Server: ns.promark-inc.com
Address: 61.197.232.227
Aliases: 227.232.197.61.in-addr.arpa

Non-authoritative answer:
178.176.21.213.in-addr.arpa name = smtp.akmail.it

175.21.213.in-addr.arpa nameserver dnsl.aknet.it
175.21.213.in-addr.arpa nameserver dns2.aknet.it
dnsl.aknet.it internet address = 213.21.141.2
dns2.aknet.it internet address = 213.21.164.2

Z PDname = smtp.akmail.it 5| EDOFERROT, Z OFQDNiIsmtp.aknetitTHD Z Lo £9, =
OnameZN TG TW G E BRESHLTWHRNENH Z ETT,

MBI ENRESN TRV, B, 213-21-176-178-akmail.it7e & £ W HIPT N L AW 72 FQDNOIG AT 1T
ANRKEHEINET,
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{18%A. listadm.pl Ao THZDLVT

1. A4S
KAITVT ML, TART VAV AMIBRGESN CWBIPT RL 222 B A7 DA77 T,
BRSO TRESNIZIPT RL ADOHIERZHIBR T 72D IR T&EET,

x

&t
listadm._pl list
1

L

istadm.pl del IP_address

=
3. FERE
listDHE . DBZ 7 AN D G A —EERRTLET,
del IPOBE . F8ELIIPTRLAZHIBRLET,
KTANTVAVANAD/RAEE T T HI21T, A7V T NOEH($lis)ZEZHRZ TTFE,

4. FIABY
UUFICARZY 7 o il 2R L E T,
< UAMLE

# ./listadm.pl list
210.143.111.206
210.174.175.11
61.194.78.27
219.112.120.31
219.96.95.138
202.221.253.153
210.251.127.131
219.118.164.138
61.120.24.68
202.224.246.218
221.255.94.58
219.99.79.215
220.150.172.201
218.226.178.103
202.229.202.10
61.207.64.39
210.189.105.27
222.122.45.210
202.229.202.100

o Bl
(% ./listadm.pl del 71.144.111.105
entry delete

5. ot
ARAZVFME, http://www.promark—inc.com/download/ProScan/listadm.gzf W Z Vo —R L TLZEVY,
Linux33 L USolaris 2725 TOVET O T, BSDARD F1E, FAM L AVARD S2E BT LU TTHIA TS,

17
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18%B. BEILVEHLEL

THEMROSEANRTSVWELES, REEEAII I e — 2 I THEKE L R, B OA A h— LB
WT, EDEIHIRZETHEA—MTTHEY £9, BEYWELWZIERSL JRER., o THolchmihniz
LET,

T =H PAR— R T =5V YAR— R OFEIZ OV TR,
http://www.promark-inc.com/support/index.html % Z'%& < 72 &\,
B2 E8IE Tre £ TBMnaEhE T I,

EX—/V : support@promark-inc.com
TABUARHBOEAILET | BEOL ZAEBE T ANV LD2BHWELEDAHTT,
HBMWE DY

E A —/L : sales@promark-inc.com

ZFoft, BERLY—E RCETS | HIED L ZABBFA =ML ABMWEbEDL T,
BRWEHLEED

EA —/L : info@promark-inc.com
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